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 Wireless sensor networks (WSNs) are widely used in many applications including 

military surveillance, habitat monitoring, and health care.WSNs are usually composed 

of a large amount of sensor nodes with limited resources, and are usuallydeployed in 

unattended environments. In such environments, the security of sensor nodes is very 

important. Once a node is compromised, the adversary will disclose all the secret 

information stored in that node.The adversary can then use the compromised nodes to 
launch false data injection attacks,i.e. to inject bogus reports intosensor networks. 

Defending false data injection attacks is an important research issue in WSNs, because 

this type of attacksnot only causes false alarms that waste real-world response efforts 
(e.g. sending response teams to the event location), butalso may drain out the 

constrained resources of the forwarding sensors. To prevent such false data injection 

attacks several filtering method exist. We study these methods. With the rapid 
development of hardware and wireless network technologies, wireless sensor networks 

(WSNs) have been widely applied in ubiquitous computing system. Because these 

WSNs are often unattended when deployed in security sensitive areas such as hostile 
fields or homeland security operations, they are prone to capture and may have their 

security compromised. 
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INTRODUCTION 

 

 Wireless Sensor Networks, short for WSN, are integration of sensor techniques, nested computation 

techniques, distributed computation techniques and wireless communication techniques. They can be used for 

testing, sensing, collecting and processing information of monitored objects and transferring the processed 

information to users (Tilak, 2002; Li.,2002). Wireless sensor network is a data-centric network (Tilak, 2002). 

Users can get interested data by data query. However, because of the shortcomings such as low accuracy, 

limited hardware resources, fragile anti-disturbance, sensor nodes would produce errors as a result of 

environment noise, hardware disturbance, environment temperature, lost of energy and hardware failure. Data 

with errors will have a disgusting influence on the accuracy of the query results and waste lots of human and 

material resources. Bad data generated in WSN is called dirty data (Gu,2006; Chu, 2006). On the one hand the 

accuracy of sensing data will be reduced because of the noise of the surrounding environment, interference 

caused by self-hardware, environment temperature, on the other hand failure sensor nodes caused by energy 

exhausted or hardware damaged will produce abnormal error data.  

 Before focusing on the attack, it is good to have a general overview on the factors that create security 

demand in WSNs. Threats, vulnerabilities and attacks are three crossly related entities that usually caused havoc 

to the security of the information owned by others. Threat is basically an ability or intention of any agent to 

adversely affect the operation, system or facility offered by that network and can be categorized as amateur, 

professional and well-funded adversary. Amateur types of attacks include denial-of-services or eavesdropping 

through wireless sniffing. A professional type of adversary on the other hand, usually launches more 

sophisticated attacks such as hijacking, man-in-the middle or Sybil attack. Finally a well-funded adversary with 

highly sophisticated tools will launch attacks such as node capture, wormhole or rushing attacks (Anjum,2010). 

Subsequently, vulnerabilities are defined as anything that leaves an information system open for potential 

exploitation. The nature of WSNs itself such as physical limitation, wireless communication and unattended 

nature can be said as major sources of vulnerabilities to WSNs applications. Finally, attack is best described as 

an action with an intention to bypass the security control of the system and is further classified into passive and 
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active attacks. The physical type of active attacks can be performed by insiders or outsiders. Due to space 

limitation, the following paragraph will only focus on physical types of attack. Relationship between threats, 

Threats that come from various background and identities and with different intentions will generate various 

types of attacks to tamper or steal the valuable information from the valuable entity. In addition, successful 

attacks are very much dependent on the vulnerabilities surrounding the valuable entity, which is referring to the 

sensor node in this case”. Physical attacks can be broadly defined as attacks that involve direct physical access 

by adversary to the sensor node. Usually after capturing the node, the adversary proceeds to tamper or extract 

the confidential data before redeploying the node into the network. Therefore, the effect of node capture attack 

is categorized as hazardous by (Ho, 2010) because it can lead to various data exposure, clone node and other 

various types of attacks. Roosta et al  (Roosta, 2008) have divided physical attacks into two classes which are 

invasive and non-invasive attacks. Invasive attacks require sophisticated tools on or away from the site while the 

non-invasive is usually attacked through JTAG port that is widely used during the development and debugging 

phase. In other words, enabling the JTAG port adds another vulnerability to the system. Mostly invasive attacks 

happen through the physical capture of the sensor node. While preventing node capture in large distributed 

WSNs deployment area is almost impossible, the focus should be on securing the confidential data in the sensor 

node. The related micro-controller for the sensor nodes lack or do not mentioned in the paper the hardware-

based memory protection features. Non-invasive attacks, such as side-channel attacks, are also possible in 

sensor networks. For example, a study by (Okeya, 2005; Schramm, 2006) have shown that side-channel attacks 

can be launched by taping the signal from the chip and using simple power analysis as well as differential power 

analysis to reconstruct the data. Their results suggest the possibilities of extracting several key bits through the 

power analysis attack. Another form of non-invasive physical attack is by exploiting the Bootstrap Loader 

(BSL) and happens mostly during the boot up process. By having access to the boot devices and debug session, 

attackers will be able to analyze the systems and its operation thus providing them with enough information to 

clone the system, insert malware and disturb the overall operations of the sensor node and its systems (Znaidi, 

2008; Francillon, 2008). 

 

Related work: 

 More recently, over-the-air programming has been employed for remote software update. Although it has 

been found useful for researchers and network owners, the procedure generally leaves the door “wide open” for 

injection of malicious code. Even though it is hardly done due to Harvard architecture type of memory, 

Francillon in his work has successfully injected malicious code in Micaz class motes thus triggering the alarm 

for the need of holistic security scheme for wireless sensor network. Another interesting work reported by 

(Skorobogatov, 2005) further classifying the attacks into semi-invasive attacks. Semi-invasive attacks require 

repackaging of the processor to get access to its internal layer. However, no electrical contact is required as 

compared to invasive attacks and therefore represents greater threat to the hardware based security. The 

researcher in his work has successfully performed fault injection attacks to modify memory content and also 

extract data from powered-off memory devices. In can be concluded that the intention of the physical types of 

attacks can vary from destroying the sensor node, extracting confidential data and finally to being falsely 

authenticated or authorized in the network. Successful physical attacks will usually leads to node cloning attack 

and therefore create another demand to differentiate between cloned and genuine node in the network. 

 Today, in embedded systems, crypto-processors or physically secure processors have been used extensively 

to provide some level of resistance to physical tampering. Even though attacks on crypto-processors are known 

to occur, they still provide the first line of defence against physical tampering. Therefore, optimizing crypto-

processors to fit the low-cost, lowenergy requirements of sensor networks can play a significant role in raising 

the security level. Subsequent section will briefly discuss on the available and possible security chips to address 

the above physical tampering issues in WSN. 

 Many en-route filtering schemes have recently been proposed to cope with false data injection in WSNs 

(Kim, 2007; Krau, 2007; Nghiem, 2009; Yang, 2004; Zhu,, 2007). The statistical en-route filtering (SEF) 

scheme, proposed by Ye et al., is the first research to address the attack and introduce an en-route filtering 

scheme framework (Ye, 2005). In SEF, a report is generated by the collaboration of multiple nodes which create 

and attach MACs into the report. Based on those enclosed MACs, the report is verified and forwarded by en-

route nodes on the path to the BS. Kim et al. applies a multi-path approach into SEF as an extend (Kim, 2007). 

SEF was also improved by its authors in (Yang, 2005) where the secret keys are bound to geographic locations 

and thus damages of compromised nodes are limited. However, those schemes are probabilistic since it cannot 

guarantee that every false message will be en-route filtered. In addition, a symmetric key sharing is approach 

used in those schemes, where keys for generating and verifying MACs are the same. As a result, verification 

keys may be misused to generate reports. To avoid this problem, a secure ticket- based en-route filtering (STEF) 

Scheme was introduced with ticket concept where a MAC on the report uses a shared key between the en-route 

node and the BS (Krau, 2007). However, this scheme is presented to authenticate reports only in query-based 

sensor networks rather than event-driven sensor networks. The IHA defines a new concept of association among 
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sensor nodes (Zhu, 2007). In the initialization phase, every node discovers its upper-stream and lower-stream 

associated nodes which share the same keys. Generated reports are verified using the pairwisekeys which shared 

with associated nodes. As an enhancement of IHA, Nghiem et al. proposed FIMA where fuzzy logic is applied 

to choose appropriated en-route nodes to forward reports (Nghiem, 2009). However, in both scheme an 

adversary can forge arbitrary reports if there are more than a certain number of compromised nodes. In addition, 

those schemes are also based on symmetric key assignment, with the problems mentioned above. 

 

 
 

Fig. 1: Lower and upper associate nodes in IHA. 

 

An interleaved hop-by-hop authentication (IHA) scheme: 

 (Thao)In this section, the main characteristics of the IHA scheme are briefly described. Similar to a general 

en-route filtering scheme, IHA involves five primary phases; node initialization and deployment, association 

discovery, report endorsement, en-route filtering, and BS filtering (Ye, 2005). An intermediate node has two 

upper and lower associated nodes that are t1 hops away (where t is a design parameter which is based on the 

application type). Additionally, a node which is less than t1 hops away from the cluster-head has one of the 

cluster-nodes as a lower associated node. For example, in Fig 1, nod2 considers nod2 as its lower associated 

node and nod5 as its upper associated node. After discovering an association among nodes, IHA establishes 

symmetric key sharing between a node and its lower and upper associated nodes. When an event occurs, the 

surrounding t1 cluster-nodes collaboratively generate an event report and forward the report towards the BS. 

After receiving the report, the intermediate node verifies the authenticity of the report by comparing the message 

authentication code (MAC) generated by its lower associated node using the pairwise key shared with this node. 

If the verification succeeds, the en-route node will compute another MAC using the key shared with its upper 

associated node and append this MAC onto the report. The report continues to be forwarded to the BS if there is 

no failure in en-route authentication. Otherwise, the report is discarded. The BS serves as the final gate to 

perform the last verification of the transmitted report. IHA guarantees that the BS will detect any injected false 

data packages when no more than t nodes are compromised. Furthermore, if every node knows the IDs of the 

nodes that are t1 hops away, a false report can travel only t hops at the most.  However, there are several 

existing problems in IHA There is only one path from the source cluster to the BS. Therefore, if there are more 

than t compromised en-route nodes, IHA cannot keep its security goal. False reports from the source may travel 

more than t1 non-compromised nodes or even reach the BS. Every node must exchange its AK with its lower 

and upper associated nodes. This method is inefficient for saving sensor node memory and can cause 

information loss when a specific node is compromised. 

 

The technique of filtering dirty data based on temporal-spatial correlation: 

 (Chun-Hua Zhoua, 2011) Data filtering technique based on temporal-spatial correlation mainly adopts twice 

filtering technology,the first-time filter filters temporary bad data through temporal correlation; the second –

time filter filters the permanent bad data through the spatial correlation. The filtering process is as follows: 

 Step 1. Sensor nodes sense data with some frequency. 

 Step 2. Divide the sensing data from step 1 into normal data and abnormal data by temporal correlation. For 

the normal data, it is transmitted directly. For the abnormal data, it is divided into temporary bad data and 

permanent bad data. If it is temporary bad data, filter the data directly, otherwise go to Step 3. 
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 Step 3. Filter the data from Step 2 secondly to filter out the permanent bad data that can be judged by the 

proportion of the number of nodes which generate the abnormal data in the cluster. 

 Step 4. Transmit the normal data to the base station.  

 

The first-time filtering: 

 (Chun-Hua Zhoua, 2011) In the process of the first-time filter, according to the characteristics that sensing 

data meets temporal correlation, Average Compare (AC) is adopted to determine whether or not the nodes sense 

the dirty data. The first-time filtering is divided into two phases: initialization phase and filtering phase. In the 

initialization phase, Sensor nodes sense data with some frequency, and put them into window W. When W is 

full, we calculate the average AVG (L). The difference between the average and the data in window is defined 

as follows: 

 distance(AVG (L), vi)=| AVG (L) - vi|                                                                                                      (1) 

 Here, vi is the data sensed at the moment i. The function values are sorted from small to big. Then we select 

the samples which the first � * L distance values corresponding to as the sample. center is initiated as follows: 

center = AVG (� * L) (2) 

 

The second-time filtering: 

 (Chun-Hua Zhoua, 2011) After the first-time filtering, we just only filter out the temporary bad data, not the 

permanent bad data. Because we can’t distinguish the abnormal data is the permanent bad data or produced by 

events happened in the first-time filtering. Therefore, in order to further thoroughly filter out the dirty data to 

reduce the amount of data and maximize energy savings, we adopt the second-time filtering, which is based on 

spatial correlation. Cluster head receives data packets from nodes within the cluster, including normal data 

queue NQ and abnormal data queue AQ, and then it determines whether the data in AQ is permanent bad data, if 

so filters out it, no longer uploads; otherwise, it thinks that events happen, and needs to be reported immediately. 

 

System model and threat model: 

System model: 

 (Chun-Hua Zhoua, 2011; Yusnani Mohd Yussoff, 2012; Thao; Jianxin Wanga) We consider a sensor 

network composed of a large number of sensors with sensing radius rs and communication radius rc, 

respectively. Due to cost constraints, we assume that all the sensors are not equipped with tamper-resistant 

hardware. We assume that the sensor nodes are densely deployed, so that each stimulus can be detected by more 

than t nodes. The detecting sensors collaboratively process the signal and elect one of the nodes as the Center-

of-Stimulus (CoS) (Ye, 2004). Same as in SEF, we assume that all the detecting nodes can directly 

communicate with the CoS. The CoS collects the detection results from all the detecting nodes and summarizes 

them to produce a synthesized report on behalf of the group. The report is then forwarded toward the sink, 

typically traversing multiple hops. The sink has complete knowledge of all the secret information of all the 

nodes, e.g. the keys, locations and relative positions. The sink has strong computation and storage capabilities. 

False reports that sneak through en-route filtering will finally be detected and dropped by the sink. 

 

Threat model: 

 (Chun-Hua Zhoua, 2011; Yusnani Mohd Yussoff, 2012; Thao; Jianxin Wanga) We assume that the sensor 

network has a short safe bootstrapping phase after deployment, during which sensor nodes are safe (attackers 

cannot compromise them) to distribute keys, locations and neighbor information.  

 

Pre-deployment and secure bootstrapping: 

 (Chun-Hua Zhoua, 2011; Yusnani Mohd Yussoff, 2012; Thao; Jianxin Wanga) We use a global key pool G1 

= {Ki:0 <= i <=n-1}, whose size is N and is divided into n non-overlapping partitions {Ui, 0 <= i <= n _ 1}. 

Each partition has m keys (N = n* m). Before deployment, each node first randomly selects one of the n 

partitions, and then randomly chooses k (k < m) keys from the selected partition to store. 

 After deployment, each node Si obtains its location Li: (Xi,Yi) through GPS or other localization algorithms 

(Lu, 2012), where (Xi,Yi) means the coordinate of Si. Each node Si then distributes c packets (S i,Li,Ui) to the 

intermediate nodes using a novel multicast algorithm Bubble-geocast (Yu, 2006), where Ui denotes the key 

partition index stored by Si. Bubble-geocast can disseminate a fairly large number of seeds quickly and 

uniformly over a region. As a result, each node in the network stores the location information for other nodes 

with a probability c/Na, where Na denotes the number of nodes deployed in the whole monitoring area. As the 

initialization phase is usually very short, we can assume that no node will be compromised during this phase and 

packets could be directly sent to the intermediate node in plaintext forms. However, it is also possible that the 

attacker forge IDs and location information in this phase. To enhance the security in the bootstrapping phase, we 

can use pair-wise key establishment protocols such as PKPDS (Jeffery, 2005) to establish a session key between 

the source node and the selected intermediate node. The PKPDS scheme combines Blom’s pre-distribution 
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scheme (Blom, 1985) with a random key pre-distribution method. Before deployment, each sensor node receives 

a random subset of keys from a key pool. To establish a session key for communication, two nodes find a 

common key within their subsets and use that key as the shared secret key. The source node can then use this 

session key to securely transmit the packet to the selected intermediate node. The PKPDS scheme can well 

protect the authenticity of location information. It may incur some extra communication overhead in the 

bootstrapping phase. However, it needs to be executed only once after the nodes are deployed, thus the energy 

consumption is negligible compared with the energy consumed in package forwarding (Mao, 2007). 

 

Report generation: 

 (Chun-Hua Zhoua, 2011; Yusnani Mohd Yussoff, 2012; Thao; Jianxin Wanga) When an event happens, the 

CoS gets the location of the stimulus (denoted as Le) through the following way: First, it calculates the 

overlapping area (denoted as Do) of all the detecting nodes’ sensing areas, then it randomly picks one point Si 

from Do as the approximate value of Le. The CoS then broadcasts its reading e to all the detecting nodes. Upon 

receiving e, a detecting node S checks whether e is consistent with its own sensing value. If they match within a 

certain error range, S randomly selects one key to generate a MAC Mi: Ki(e). It then sends its ID, location and 

MAC to the CoS. The CoS generates a report by attaching some extra information to the event e. The extra 

information includes the IDs, key indices, MACs and locations of t detecting nodes, and Le. Note that the t 

nodes must have distinct key partitions. The final report sent out by the CoS looks like {e,Le;  i1, i2, . . . , it; Mi1, 

- Mi2 , . . . ,Mit; j1, j2, . . . , jt; Lj1,Lj2, . . . ,Ljt}, where it denotes the key index and jt denotes the node ID.  

 

En-route filtering: 

 (Chun-Hua Zhoua, 2011; Yusnani Mohd Yussoff, 2012; Thao; Jianxin Wanga) Definition 1. Assume that 

an event e happens and a node Si detects e with sensing radius rs. Let the location of Si and of e be Li, Le, 

respectively. If the distance between Li and Le is less than or equal to rs, we say Li is legitimate. Otherwise, we 

say Li is illegitimate. As a result of randomized key assignment and the location information pre-distribution, 

each forwarding node can verify the correctness of a MAC or a location in the report with a certain probability. 

Moreover, each forwarding node can verify the legitimacy of the locations. 

 
 

Algorithm . 1. En-route Filtering in FIRST 

 
 When a node receives a report R, it first examines whether there are t key indices from distinct partitions, t 

MACs, t IDs and t locations in R. If not all the three requirements are met, R is dropped. Then it checks the 

legitimacy of the locations of all the detecting nodes according to Eq. (1). If any of these locations is 

illegitimate, the report is dropped. Next, if the node possesses any of the t locations and the key partition indices, 

it checks whether the corresponding key index belongs to the right partition and the correctness of the 

corresponding location. If the key index does not belong to the right partition or the location is not correct, the 

report is dropped. Furthermore, if the node possesses any of the keys indicated by the key indices, it re-produces 

the MAC by using its own key and compares the result with the corresponding MAC carried in the report. The 

report is dropped if the attached one differs from the locally computed one. If they match exactly, or if this node 

does not possess any of the t keys or the t locations, the node passes the report to the next hop. The pseudo-code 

for en-route filtering operations is given in Algorithm 1. 

 

Performance analysis of FIRST: 

Collaborative false data injection attacks: 

 (Jianxin Wanga) In this section we analyze the ability of FIRST to resist collaborative false data injection 

attacks launched by compromised nodes from different geographical areas. We assume that there are Na nodes 

uniformly randomly in a monitoring region D. All the nodes have the same sensing radius rs. As mentioned in 

Section 2, existing schemes only consider whether or not there are enough number of sensors endorsing the data 

report, while they do not consider whether the endorsement of these sensors is logical or not. This makes them 

fail to defend collaborative false data injection attacks. FIRST requires that each forwarding node validates not 
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only the correctness of the MACs, but also the legitimacy of the locations carried in the reports. As a result, the 

damage of the compromised nodes is localized, and thus false reports injected collaboratively by the 

compromised nodes from arbitrary areas will be detected and filtered out. For example, assume that the 

adversary has captured five distinct key partitions stored in S1, . . . , S5 and the security threshold t is set at 5 

(Fig. 2). If the adversary abuses these nodes to fake a report R: {e,Le; i1, i2, . . . , i5; Mi1, - Mi2, . . . ,Mi5; j1, j2, . . . 

, j5; Lj1,Lj2, . . . ,Lj5}, R will be dropped by the first forwarding node. This is because the adversary cannot forge 

legitimate Le such that the distance between L1 and Le and that between L4 and Le are both no larger than rs, 

due to the fact that the distance between S1 and S4 is larger than 2rs. So whatever Le the adversary forges, it will 

be treated as illegitimate and the forged report will be dropped. 

 

Compromise tolerance: 

 (Jianxin Wanga) In order to filter false reports that FIRST cannot detect, the attacker has to capture t 

distinct key partitions within a p * r
2
s circular area. We assume that nodes S7, . . . , S9 with distinct key partitions 

are all within a p * r
2
s circular area D0, as illustrated in Fig. 2.When t = 3 and the adversary has captured S7, . . . 

, S9, he can forge t correct MACs and t legitimate locations in a report that can pass the detection of intermediate 

nodes in FIRST.  

 Theorem 1. Assume that the adversary randomly captured Nc (Nc >= t) sensor nodes in the network in 

existing en-route false data filtering schemes such as SEF. Then the probability that the adversary obtains at 

least t distinct partitions (i.e., at least t out of the Nc captured nodes have distinct key partitions) is. 

 

 
 

Fig. 2: Collaborative false data injection attack. 

 

 Proof. Consider the situation that the adversary gets exact t distinct partitions. First, there are C
t
n ways to 

take t out of n partitions. Denote the set of these Nc nodes by B1, and denote the set of the selected t partitions by 

p2. Then the number of ways that each node in p1 takes one partition from p2 with no partition left unselected in 

p2 is 

    (2) 

     (3) 

 

 Thus the number of ways to get exact t partitions is C
t
n  *  QS. Similarly, we can get the number of ways to 

get exact t + 1, t + 2, . . . , and n partitions. Therefore, the total number of ways to get at least t partitions is 

 

    (4) 

 

 Noting that there are n
Nc

 ways for each of the Nc nodes to take one out of n partitions. Consequently, the 

probability that  the adversary can get at least t distinct partitions is PS. 
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Energy consumption: 

 (Jianxin Wanga) The energy consumption of FIRST comes from four sources. The first is the 

communication overhead of each node to distribute c packets including the location information during the pre-

deployment and bootstrapping phase. The second is the communication overhead between the CoS and other 

detecting nodes when generating a report. The third is the computation overhead of the intermediate nodes 

during en-route verification. The fourth is the communication overhead of the intermediate nodes during reports 

forwarding. As has been pointed out in (Roosta, 2008), the energy consumption of MAC computing is much 

smaller than that of reports transmitting. Moreover, the transmission of small packets between the detecting 

nodes consumes little energy too. Similarly, the distribution of location information during bootstrapping 

consumes small amount of energy. Thus we can overlook the three kinds of energy consumption. Compared 

with existing false data filtering schemes such as SEF, FIRST requires each report carrying t IDs and t locations 

additionally. We use the following model to quantify the energy consumptions. Let the length of a normal report 

without any extra field, the length of node ID, the length of location and the length of MAC be Ir, In, Ik and Iu, 

respectively. 

 

 

 
 

Second scheme: 

 (Jianxin Wanga) FIRST requires each sensor be aware of its positions, which need support of expensive 

positioning devices (e.g., GPS). In this section, we consider utilizing the relative positions of sensor nodes to 

defense the collaborative false data injection attacks. We design a neighbor information based false data filtering 

scheme, SECOND. SECOND also includes four phases as in FIRST. We only present their differences in each 

phase. 

 

 
 

Fig. 3: The neighbor information and keys distribution procedure. 

 

Description of SECOND: 

Pre-deployment and secure bootstrapping: 

 (Jianxin Wanga) There is a global key pool G1 = {Ki: Si }. Before deployment, each node Si selects a 

distinct key Ki to store. After deployment, each node Si first broadcasts a message including its ID and key. 

Then Si collects its neighbors’ information and generates a invite packet {Si,Sa1, . . . ,Saj; Ki,Ka1, . . . ,Kaj}. Here 

Sa1, . . . , Saj are neighbors of Si, and Ka1, . . . , Kaj are the corresponding keys of them. After that, Si establishes a 

forwarding path to the sink: Path (Si) = {Si,S1, . . . ,Sd, sink}, and transmits hello through this path. On receiving 

hello, each intermediate node Sk(1 <=K<=d) first records Si’s neighbors carried in the packet, and then elects 

itself as an authentication node of Si with probability hk/ h0, where hk denotes the number of hops between Sk 

and the sink, h0 denotes the number of hops between Si and sink. If it is successfully elected as an 

authentication node, Sk stores a randomly selected key Kax(1 <=x<=j) from hello and then deletes Kax from 

Hello. Finally, Sk transmits hello to the next hop. Otherwise, if it is not elected as an authentication node of Si, 

Sk only needs to forward hello to the next hop. Fig. 3 illustrates the neighbor information and keys distribution 

procedure. Similarly, to enhance the security in the bootstrapping phase, we can establish pair-wise session keys 

between the source  nodes and intermediate nodes.  
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Report generation: 

 (Jianxin Wanga) When an event happens, each detecting node Si uses its key to generate a MAC Mi : Ki(e). 

The CoS collects the MACs of t detecting nodes and generates a report by attaching the IDs and MACs of these 

nodes after the event e. The ID of the CoS is put at the first place among all detecting nodes. The final report 

sent out by the CoS looks like: {e; S1, . . . ,St; M1, . . . ,Mt}, where S1is the CoS. 

 

En-route filtering: 

 (Jianxin Wanga) Definition 2. Given an event e and the set of detecting nodes D(E) = {S1, . . . ,Si}, if there 

is a node Sj  D(E), 1 >=  j =>  i, such that all the nodes in D(E) _ {Sj} are neighbors of Sj, we call the relative 

positions of detecting nodes S1, . . . , Si are legitimate. 

 Otherwise, the relative positions of S1, . . . , Si are illegitimate. As each node pre-stores the neighbor 

information of its upstream nodes and the keys of part of its upstream nodes, it can verify not only the 

legitimacy of the relative positions of the detecting nodes carried in the report, but also the correctness of a 

MAC. When a node receives a report R, it first checks the carried MACs as in FIRST, and then checks the 

legitimacy of the relative positions of all the detecting nodes according to Definition 2. If any of these nodes is 

not the neighbor of the CoS, the report is dropped. The pseudo-code for en-route filtering operations in 

SECOND is given in Algorithm 2. 

 

Algorithm . 2. En-route Filtering in SECOND 

 
Energy consumption: 

 (Jianxin Wanga) The energy consumption of SECOND comes from four sources. The first is the 

communication overhead of each node to distribute its neighbor information and key during the pre-deployment 

and bootstrapping phase. The second is the communication overhead between the CoS and other detecting 

nodes. The third is the MAC computation overhead of the intermediate nodes. The fourth is the communication 

overhead of reports forwarding. As analyzed in FIRST, we only need to consider the energy consumption of 

reports transmission. The size of a report in SECOND is the same as in aforementioned SEF. If the adversary 

uses compromised nodes from different geographical areas to fake reports collaboratively, SECOND can save 

energy than SEF because of its early detection and dropping of false reports. Our simulation results verified this 

(see Section IIV). 

 

Storage overhead: 

 (Jianxin Wanga) SECOND requires each node to store one pre-distributed key, the neighbor information of 

all upstream nodes, and the keys of part of the upstream nodes. For simplicity in analysis, we assume that the 

network is deployed in a square region with size 50 * 50 m
2
 and there are totally 400 nodes with transmission 

range set at 2.5 m. In this scenario, the average number of neighbors of each node is 8, and the average number 

of paths of each node is 40. Assume that the lengths of a key and a node ID are 64 bits and 10 bits, respectively. 

Then each node incurs a storage overhead of about 1.2 KB, which can be met by mainstream nodes.  

 Phase, the adversary can compromise multiple sensor nodes, obtaining their security information and taking 

full control of them. We further assume that the attacker cannot compromise the sink. In this paper, we focus on 

report fabrication attacks (Ren, 2003; Yang, 2010) in which an adversary injects forged sensing data reports 

through compromised nodes. 

 

Security analysis: 

 (Jianxin Wanga,) In FIRST, each forwarding node verifies not only the correctness of the MACs and 

locations, but also the legitimacy of the locations. We consider the case that the adversary abuses the adjacent 

locations fetched from legitimated reports to forge a report. Although the locations included in the report are 

correct and legitimate, however, some of the carried MACs must be incorrect and thus will be detected by the 

forwarding nodes. In other words, we can simply include the location information of detecting nodes in the data 

report as plaintext without decreasing the security performance. Similarly in SECOND, it is also meaningless 

for the adversary to abuse the adjacent IDs to collude. 
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Conclusion: 

 False data filtering is an important issue in wireless sensor networks. In this paper, we considered a new 

type of false data injection attacks called collaborative false data injection, In collaborative false data injection 

attacks, multiple compromised nodes collaboratively forge a fake report and inject the report into the network. 

This type of attacks is hard to defend with existing approaches, because they only verify a fixed number of 

message authentication codes (MACs) carried in the data report but the adversary can easily obtain enough 

compromised nodes from different geographical areas of the network to break their security. Our novel solution 

is to bind the keys of sensor nodes to their geographical locations, and verify the legitimacy of a data report by 

checking whether the locations of the sensors endorsing the report are logical (e.g., the sensors should be close 

enough to each other to sense the same event). 
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